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Abstract—This paper discusses ways to decrease alert fatigue
within credit card fraud detection systems. A state of alert
fatigue may develop in fraud detection employees because of
an overwhelming number of false positive alerts, potentially
diverting their attention from genuine fraud cases. In this paper,
we take a baseline model in the form of a winning submission
from a Kaggle competition and work on several types of sampling
strategies and feature engineering methodologies. We worked
on enhancing the AI architecture to bring down the rate of
false positives without performance degradation. Better feature
engineering and oversampling can reduce the rate of false
positives from 41% to 15%—a significant promise in using such
techniques to cut down alert fatigue and enhance fraud detection
process efficiency.

I. INTRODUCTION

One of the biggest problems facing the financial sector
is credit card fraud detection, which seeks to quickly detect
fraudulent transactions in order to reduce losses [1]. Picture
yourself trying to buy a 500-dollar Parmesan cheese. When
you want to pay for the cheese at the register, you use your
credit card. You swipe your card, and it says denied. You try
again. Denied. You walk out of the store not with a cheese but
with some embarrassment. When walking outside, you get a
call from your credit card company telling you that your card
is blocked because of a suspicious payment. The credit card
company thought there was a fraudulent transaction happening
with your card, so it blocked it.

A. Problem

The problem that clients of a credit card company are
facing is that sometimes their transactions are seen as
fraudulent. When this happens, their cards get blocked, and
the client can no longer pay with their credit card. This
creates an awkward position for the client. On top of that,
it creates a distrust between the client and the credit card
company. This distrust can potentially lose the credit card
company a client, thus losing money [2].

Furthermore, a second problem is that fraud detection
employees can overlook real fraud cases when there are a lot

of false positives. This is also called alert fatigue [3] or the
crying wolf syndrome. For this research, we will be referring
to alert fatigue. These 2 problems give significance to the
research for credit card companies. Firstly, the company
retains more clients when there is a large trust between the
client and the company. Secondly, finding fraudulent cases
will become more efficient for employees when alert fatigue
is reduced [3].

According to this research [3], alert fatigue can lead to
different consequences, such as missing genuine fraud cases,
increased workload stress, and decreased efficiency. The
study [3] has shown that employees show alert fatigue when
alerts are repetitive, which is something that happens when
there are a lot of false alerts.

B. Existing work highlights

There is a lot of literature and existing work in credit
card fraud detection. Credit card fraud detection started with
rule-based systems [4]. Like blocking the card when the
transaction amount is higher than 1000,- euros. A study in
2022 [5] shows that when applying CNN layers on top of
an already existing model like XGBoost,KNN, or logistic
regression, a precision of 93% can be achieved. Different
AI techniques could be used for credit card fraud detection,
supervised-, unsupervised learning, and hybrid models. Some
techniques that are used a lot in credit card fraud detection
are naive bayes [6], Random forest [7], Support vector
machine [8] , logistic regression [9] or decision trees [8] .
All these researches are focused on getting the best accuracy
by improving the AI model. However, they do not show the
importance of alert fatigue and how to reduce alert fatigue.
But only show how to create the best working models for
credit card fraud. Reducing alert fatigue is not something we
can find in the literature regarding credit card fraud detection.
We do see it in the medical field or the cyber security field
[10] [11]. For example, in the medical field, when AI is
implemented on an MRI scan, it alerts the doctor when it sees
an anomaly. When the alerts are repetitive, alert fatigue can



start to show its effects. These effects are increased workload
stress and decreased efficiency.

C. Gap

There are already enough studies available to improve an
AI model for credit card fraud detection; for instance, various
studies have been conducted to improve the detection of credit
card fraud using advanced AI models combined with the most
sophisticated techniques [1], [4], [12]. The most important
element still missing in these researches is the phenomenon
of alert fatigue. This research attempts to fill this gap by
examining the AI model and providing ways to prevent
alert fatigue. With this research, there will be an argument
to redirect the aim from wanting the best performance like
AUC-ROC or precision and recall. To making an AI model
that does not create alert fatigue for the end-user when using it.

Alert fatigue can be solved by improving an Alert
Management System. This means improving the design of
the application a user is using. However, this is beyond
the scope of our research. This research will only focus on
reducing alert fatigue by improving an AI model. Given the
time constraint of this research and the desire to reduce alert
fatigue, which can be done by improving the AI model,
this research will use an existing AI architecture. This AI
architecture will be improved using different techniques. The
choice of what kind of AI architecture will be used has to be
researched in the next chapter.

D. Research question

Right now, the problem is clearly described which is that
credit card company clients face inconvenience and distrust
when legitimate transactions are flagged as fraudulent and
their cards are blocked. At the same time, fraud detection
employees experience alert fatigue from frequent alerts. The
research question that is going to be solved is.

RQ: How to reduce alert fatigue for the employee in the
process of credit card fraud detection?

The sub-questions that will be discussed in this paper are:

SQ1: How to measure alert fatigue in an AI model?
SQ1: How to reduce alert fatigue in an AI model?
When these questions are answered, there will be an under-

standing of reducing alert fatigue in credit card fraud detection
systems. Thus improving both the efficiency of fraud detection
and the working conditions of fraud detection personnel.

E. Stakeholder analyse

After identifying the problem, we must determine the target
group and stakeholders. In figure 1, a stakeholders map can
be seen. Here, all the essential, important and interesting
stakeholders are mentioned. These stakeholders are chosen

Fig. 1: Stakeholder map

by looking who is directly impacted by credit card fraud
detection. Moreover, a presentation by a bank gave more
insights into different stakeholders which were then added to
the stakeholder map.

1) Essential:

• Employees are an essential group because the research
directly impacts their workload and efficiency. Reducing
alert fatigue allows them to process alerts more accurately
and quickly, leading to lower stress levels, improved
mental health, and a more positive work environment as
is stated in [3].

• The credit card company itself is another essential stake-
holder. Employees can perform their work more effec-
tively by reducing alert fatigue. This can result in cost
savings for the department and an improved workplace.

• Customers are also essential stakeholders. They benefit
from a more efficient fraud detection system, which re-
duces the likelihood of their legitimate transactions being
flagged as fraudulent. This gives a better relationship to
the client and credit card company.

2) Important:

• Investors find a more efficient credit card fraud detection
important because this means the company will make
more profit.

• Merchants benefit because a more accurate fraud detec-
tion system blocks fewer legitimate transactions. This can
potentially mean higher sales.

3) Interesting:

• Society benefits when fraud is detected and prevented.
Faster and more accurate fraud detection helps maintain
the financial system’s integrity, which is important for
public trust.



• Academic researchers find this research interesting
as it helps with creating a better understanding of
alert fatigue. A concept often explored in medical fields
or cybersecurity but less so in credit card fraud detection.

A certain level of trust is needed in the AI application.
When looking at book [13] we can see that there are different
level of trusts. For our application, a trust level 7 is expected.
Level 7 means ”The AI executes automatically and informs
the human”. This level is chosen because the AI makes the
decision if something is a fraud. And that decision persists
until an employee vetoes it. With Level 7 a human stays in
the loop of the process. Which is the case in our process.

F. Proposal

This research will use the CRISP-MLQ development
methodology [14], which offers a structured framework for
an AI project. We will focus on improving an AI model to
reduce alert fatigue.

CRISP-MLQ Methodology Application:
• Business and Data Understanding: We will start by identi-

fying the business objectives and data requirements. This
step also involves cleaning and organizing the data for
analysis.

• Modeling and evaluating: We will apply machine learning
techniques to develop and refine the AI model. The
model will be evaluated for accuracy and effectiveness,
specifically focusing on reducing alert fatigue.

• Deployment and monitoring: The improved model and
alert management system will be deployed in real-time.
Continuous monitoring ensures the system remains effec-
tive and prompts necessary improvements.

This study uses only the first two phases of the CRISP-
MLQ methodology. The phases: Business/data understanding
and model development. These last phases are for deploying
and maintaining the model, which is something we do not
cover in this study.

Potential Limitations and Challenges:
• Data Quality: Ensuring high-quality data is important and

can be challenging. This is because financial institutions
do not share their data, the reason being it contains
sensitive information about their clients.

• Model Complexity: Developing a model that reduces
alert fatigue without overfitting or making the model too
complex requires a delicate balance.

• Resource Constraints: Time and computational resources
might limit the extent of model improvements.

II. BACKGROUND

The primary objective of this research is to use machine
learning techniques to reduce alert fatigue in credit card
fraud detection systems. This involves understanding various
AI techniques for credit card fraud detection, selecting an

architecture based on specific requirements, and researching
different AI techniques to enhance this architecture. Further-
more, we also need to know how to measure alert fatigue.

A. Introduction to fraud

Fraud is an intentional lie told against another person to
obtain an unfair or illegal advantage. Fraud is a lie used
with the intention of misleading or damaging another person
or party [15]. Fraud may be committed in many forms and
contexts. In the world of credit card fraud detection, there are
different kinds of frauds [1]. These frauds are online, offline,
or via telecommunication.

• Online fraud occurs when a card is used via the internet,
phone, or shopping in the absence of the cardholder.
For example, I have a picture of the front and back of
someone else his credit card. And I use these numbers to
pay for a Netflix subscription or send money to my own
bank account.

• Offline fraud is committed when the credit card is phys-
ically stolen and used in a shop.

• Telecommunication fraud is trying to receive money from
a person while creating the illusion that you are someone
trusted or selling them something without actually selling
them something.

For this research, telecommunication fraud will not be fur-
ther investigated because this happens when a person misleads
another person, which has to do with psychology. When
improving an AI model, we need to choose between online or
offline fraud. This is because their data will be different. With
offline fraud, you could look at the address of the shop, CCTV
or signature data. With online fraud, you do not have this kind
of data. For this research, we will focus on online fraud. This
is because there is a large increase in the amount of online
transactions and fraud taken place with online transaction then
with offline transactions [16].

B. Credit card transaction process

For this research, the focus will be on online fraud because
of the increasing amount of online transactions and online
credit card frauds [16].

It is important to analyze the different parts of an online
credit card transaction to understand how it works. The oper-
ation can be broken down into four crucial parts, each designed
to ensure a transaction is conducted safely and effectively.
An outline of this is presented below, and an image, 2 that
illustrates these steps is depicted below. Keep in mind that
this is a simplistic approach of the process and does not show
all the steps that are taken in the specific part [17].

1) Customer Initiates Transaction: In this step an user fills
in their credit card credentials on the merchant website.

2) Merchant Processes Payment: From the website of a
merchant, the details of the transaction are routed to the



payment gateway. Additionally, it sends the information
securely to the credit card network like VISA.

3) Credit Card Network Authorization: The network of
a credit card, such as VISA, receives a request for
a transaction and forwards it for authorization to the
issuing bank. It performs checks for available credit and
potential fraud.

4) Bank Responds to Network: The issuing bank sends
the response through the credit card network to the
merchant. Once approved, the transaction is completed
and funds transfer from the customer’s account to the
merchant’s account. In case of a denied response, it
informs the customer of the failure.

Fig. 2: Credit card process

This process shows 4 different steps and their position
in the credit card payment process. However, this does not
show the fraud detection part of the system. The place where
fraud detection is done may differ from country to country
according to law. It is often a country law, that companies
must have a fraud detection system [18], [19]. This means
that steps 3 and 4 each have their own fraud detection
systems. However, these companies can also outsource it to
external companies that specialize in fraud detection.

Credit card fraud detection is a complex process involving
multiple steps to ensure transactions are legitimate and secure.
Various companies, such as ICS, MasterCard, Maestro, Visa,
and American Express, have different strategies for detecting
fraud. While the fundamental process is similar across them,
the methods employed can differ significantly.

Below is an overview of the credit card fraud detection
process, illustrated by a simple diagram highlighting the main
steps involved [20].

• Transaction Data Collection: Upon payment initiation,
detailed data such as the amount, time, IP address, and
other related information are collected and submitted to
be analyzed.

• AI Model Analysis: An artificial intelligence model is
then used to analyze the processed data and identify
fraudulent activity. Each company applies various tech-
niques and algorithms to assess risk and the possibility
of fraud.

• Original Determination: Based on the processing of the
AI model, it classifies the transaction as possibly fraud-
ulent or otherwise as legitimate:
Transaction no fraud: Transaction will continue.
Fraud detected: The card is blocked, usually temporarily,
and the suspicious transaction is blocked.

• Human Review: If the transaction is labeled as a fraudu-
lent one, then a human analyst reviews the case with the
intention of confirming the decision made by the model.
In this way, there is ensured both accuracy and feedback
to improve the model.

• Final Decision:
Fraud Not Confirmed: An analyst unblocks the card when
a valid transaction is found, and the payment processing
proceeds.
Confirmed Fraud: If fraud is confirmed, the card will stay
blocked to prevent additional unauthorized use.

Fig. 3: Fraud detection process

C. Ethical considerations

The implementation of AI models in credit card fraud
detection systems raises a number of ethical considerations.
Key to protecting the interests of the stakeholders involved,
and most importantly the customers, the staff, and credit
card companies themselves, is ensuring that the use of AI is
responsible and fair.

AI models have to be trained on diverse and representative
data sets to make them averted to all forms of bias that
could lead to unfairness to other groups. In the case of credit
card fraud detection, biases in data can result in a higher
false positive rate against certain demographics, leading to
unexplainable and financial impacts. It is therefore very
important to continually monitor the AI models for such
biases that may creep in and correct them.



AI models should be transparent, and the process adopted
towards the decision-making is explainable. This is of utmost
importance in establishing user trust when some transaction
has been marked as fraudulent. It should be possible to
explain to customers why their legitimate transactions were
denied and not leave them frustrated and untrusting of a credit
card company. Explainable AI models will help the teams in
fraud detection to understand and verify the decisions of the
model so that, in case it is a genuine case, they can catch
it quickly, thereby helping the employee’s in the process by
providing information.

The detection of credit card fraud uses personal and
financial information. It is crucial to ensure privacy and the
data protection of that information. This can be aligned with
guidelines related to data protection such as the General Data
Protection Regulation (GDPR) [21] in the EU. Both customer
data should be anonymized and encrypted; access to sensitive
information is controlled and monitored strictly.

Generally, ethical AI deployment in credit card fraud
detection involves multiple aspects that emphasize fairness,
transparency, privacy, accountability, and employee well-
being. By taking due consideration of these ethical concerns,
credit card companies will enhance the effectiveness of their
fraud detection systems without losing their customer’s and
employee’s loyalty and confidence.

D. AI techniques in fraud detection

There were no artificial intelligence models in the early
days of detecting credit card fraud. Detecting fraud consisted
of rule-based systems [4]. For example, if the merchant is
on a blacklist, then block the card. Or if the transaction
amount is higher than 10.000,- block the card. When AI was
introduced to credit card fraud detection different methods
and techniques were researched. We separate these methods
into 3 sections. Supervised-, Unsupervised learning and
Hybrid models.

1) Supervised learning: Supervised learning is particularly
valuable in credit card fraud detection due to its effectiveness
in classifying transactions as fraudulent or non-fraudulent
based on historical data. Fraud detection systems rely on
labeled datasets, marking each transaction as ’fraudulent’ or
’non-fraudulent’. By learning from these labels, a supervised
model can identify existing fraud patterns in transactions.
This capability is important for financial institutions as it
helps minimize false positive transactions that are incorrectly
flagged as fraudulent while accurately identifying true
fraudulent activities, thereby protecting both the consumers
and the financial institutions.

Some notable models are two papers published in 1997
[22] [23]. These papers introduced a method called database
mining neural network. This method was widely used by

different researchers. The paper proposed an improvement on
the rule based system by finding changes in user behaviour.
Furthermore this paper also developed a GUI to use, so a
person can train their own neural network without the need
of coding. The neural network was trained on synthetic data
which consisted of four columns: Category of purchase,
dollar amount, hours between previous purchase of the same
category and fraud. There were 2 flaws of the research which
are the low amount of features and not being tested in the
real world. The low amount of features do not give the model
a well enough understanding of a user spending pattern. But
these studies introduced us to the field of user behaviour and
spending patterns. Where if someone does something outside
the expected pattern, it can be seen as fraud. Initially, this was
pretty straightforward and the system already alerted if you
were on holiday. This was because it did not fit the pattern
of buying coffee/lunch every working day. Later, new models
were developed and fine-tuned to achieve better performance.

Some other supervised models that are widely used in
the past few years are naive bayes [6], Random forest [7],
Support vector machine, logistic regression or decision trees.
These models have a few advantages, they are often easy to
interpret. This allows us to understand how the model reaches
its conclusions, which is useful for tasks where explainability
is important.

However, supervised learning models also have disadvan-
tages. They, need labeled data for training. However, getting
labeled data is expensive and time-consuming. Also, not
all non-fraud cases are really non-fraud. It is possible that
someone has had a fraudulent transaction on their credit card
but was too embarrassed or neglected the fraud. And did not
tell the credit card company about it. Furthermore, the model’s
performance can change significantly when real-world data
changes. This is called concept drift [24]. Lastly, the real-world
data is mostly imbalanced. There are more real transactions
than fraudulent transactions resulting in the supervised learn-
ing model becoming biased. There are techniques to overcome
this, these techniques are called sampling techniques and will
be talked about in the next chapter.

2) Unsupervised learning: Unsupervised learning is used
to identify unusual patterns or outlier transactions that
may show fraudulent activity. However, domain knowledge
requires determining whether something is an unusual or
anomalous transaction. An advantage of unsupervised learning
is that it can detect new forms of fraud faster. But this comes
at the cost of a thorough analysis of the outliers. Supervised
learning uses labeled data which takes some time to create.
In this time, the new form of fraud can slip through the
system because the system is not trained for the new form
of fraud. Unsupervised learning does not suffer from this.
In fact, unsupervised learning can be retrained much more
frequently to recognize new forms of fraud.



Techniques like clustering [25], OCSVM [26], auto
encoders [27] or generative adversarial networks [28]. Mainly
look at patterns. Some patterns that can be looked at are
time-based, location, or transaction patterns.

The advantage of using unsupervised learning is mainly that
it can spot new forms of fraud. So concept drift is less likely
to happen. Another advantage is that it does not need labeled
data for training. The disadvantage is that it has a harder time
reducing false positives or the ROC-AUC in comparison to
supervised learning.

3) Hybrid models: While both supervised and unsupervised
learning offer advantages in credit card fraud detection, a
hybrid approach can use the strengths of both. Supervised
models are good at identifying known fraudulent patterns
but struggle with entirely new fraud schemes. On the other
hand, unsupervised models can detect anomalies but often
generate many false positives. Combining these techniques
allows a hybrid model to learn from labeled data for known
fraud while using unsupervised techniques to flag suspicious
outliers.

Some hybrid models are [29], [30] or [31]. We are going
to analyze further the hybrid model of (F. Carcillo, et al)
[29]. This model combines unsupervised and supervised
learning. During the first part of the process, unsupervised
techniques like clustering and anomaly-detection algorithms
identify transactions that differ from normal patterns without
depending on labeled data. The labeled anomalies, along with
historical data, are fed into supervised learning algorithms
that classify future transactions into fraudulent or legitimate
classes based on learned patterns. This combines the strong
points of both methodologies in such a way that the model
discovers new fraud patterns and is adaptive to changes in
behavior, thereby boosting robustness and, in effect, overall
detection accuracy.

The advantage of a hybrid model is that it can detect new
patterns without the need for labeling. The disadvantage is that
it is complex and not explainable.

E. Measuring alert fatigue

Alert fatigue, also known as crying wolf syndrome, is
researched mainly in the medical and cybersecurity fields
[10], [11] [32]. It is proved that alert fatigue is hard to
measure within a person due to its individual specificity.
Therefore, it is important to determine when alert fatigue
occurs in people. It should be noted that alert fatigue usually
develops when the alerts are overly repetitive, especially if
a majority of the alerts are known to be false. This might
build up frustration and fatigue as individuals start to take

such alarms for granted. This brings us to the conclusion
that we can measure alert fatigue by measuring the false
positive ratio. If the false positive ratio is high, it means the
employees are more likely to show alert fatigue. The lower
the false positive the less likely it is that employees start
showing alert fatigue.

F. State-of-the-art

This research aims to reduce alert fatigue in credit
card fraud detection by improving the model to maintain
accuracy while reducing false positives. This study employs
sophisticated supervised learning models due to their higher
probability of reducing false positives.

The research of F. Carcillo, et al [29] shows an approach
to use an anomaly detector. This detector creates scores that
are used in the supervised learning model. The unsupervised
model also takes into account different granularity. This
means it detects outliers for global clusters and local clusters.

Another anomaly detection model is that of (Malik, et al)
[33]. Their model uses a deep learning technique called a
feed-forward neural network. Transactions go through the
network, and anomalies are identified by analyzing various
features. The model is designed to consider both common and
less common spending patterns to catch fraud. Furthermore,
in this research, they fine-tune the model to get the best
accuracy. Anomaly detection is closely related to pattern
recognition which is a well-known technique in credit card
fraud detection. [34]

Because of requirements numbers 4,5 and 6, we will not
be pursuing these models. The winning submission from
the Kaggle competition [35] does have a publicly available
dataset and model. This model has an ROC-AUC of 0.945.
The confusion matrix can be seen here in table I.

Predicted Positive Predicted Negative
Actual Positive True Positive (TP): 141444 False Negative (FN): 1091
Actual Negative False Positive (FP): 1914 True Negative (TN): 2730

TABLE I: Confusion matrix

As can be seen in the confusion matrix, the false positive
rate is 41%. This means for every 100 alerts, there are 41
false alerts. Furthermore, this model is well documented
and comes from an online Kaggle competition. Because this
model follows the requirement: 4,5 and 6 we will be using
this AI architecture to reduce alert fatigue by improving it
and thus reducing false positives.

III. METHOD

This section elaborates on the steps and techniques used in
the research to reduce alert fatigue associated with credit card
fraud detection. It includes model requirements, the baseline



requirement, and criteria; this is followed by descriptive data
analysis, model design, and model performance evaluation.
This study applies advanced feature engineering, regularization
techniques, and sampling methods in handling data imbalance.
Requirement analysis was conducted based on the standard
methodology of MoSCoW prioritization.

A. Requirements and Criteria

A requirement list ensures that the results and process are
up to standard. A requirement list for different categories
is created in table II. The requirements are created using
insights from other researchers, domain knowledge and school.
MoSCoW is used in the requirements table. MoSCoW is a
prioritization technique to help understand the importance of
different requirements. Moscow stands for Must have, Should
have, Could have, and Won’t have. In Table III, we can see
the requirements of the AI model. This table covers the goal,
input/output data, performance, and training data.

The product requirements are shown in Table II. These
requirements guide and help decision-making in the design
phase. Furthermore, they are also meant to create expectations
from the AI model. The requirements are divided by category
and as stated earlier a prioritization technique called MoSCoW.
For the categories, we have: Model, Dataset, Juridical, Ethical,
and Organisational. These categories are chosen because of
certain learning goals from school. In table III, we can see
the different model requirements that are expected. With a
short description. Here we can see the expected goal of the
AI model and what kind of input and output we should expect.

B. Baseline Model Source

The goal of this research is to reduce alert fatigue. To
reduce alert fatigue we need to have a baseline model.
This model can be developed and trained by us, or we can
utilize a sophisticated AI model that has demonstrated good
results. Because of the time constraints of this research,
we have chosen to use an already existing AI model. The
model that will be improved in this research comes from
a Kaggle competition [36]. This competition is hosted by
IEEE-Computer intelligence society(IEE-CIS). IEEE-CIS
is an institute of engineers who are focused on design,
application, and development of computational intelligence.
The competition where this institute is the host, is trying to
develop the best AI model in credit card fraud detection. They
are partnering with VESTA. A credit card fraud detection
company for e-commerce. VESTA provides a real-world
dataset that has a wide variety of features. Submissions
are evaluated by the ROC-AUC. Participants also have a
large incentive to make the best working model because of
the reward. The prize pool consists of 20.000 euros. The
competition lasted three months.

For this research we will improve the AI model from
the competition’s winners. This is because everything is

well documented, and the dataset is publicly available per
requirements 4,5 and 6. The winner of this competition is a
team of 2 people. Who had an AUC-ROC of 0.945 [37] and
a false positive rate of 41%, which was calculated locally.
The confusion matrix can be seen in this table I

As can be seen in the confusion matrix, the false positive
rate is 41%. This is calculated by getting the sum of the True
negative and False positive. Divide this sum with the FP, and
then multiply by 100. So for every 100 alerts, there are 41
false alerts.

When the model was trained locally, the AUC-ROC was
plotted as shown in figure 4. It is clear that the model is
overfitting. This could be because there are too many features,
the model is too elaborate, or insufficient training data. In
the submission, I see no reference to any overfitting of the
model. Although it is unlikely the authors did not notice the
overfitting, there is no mention of it in their submission.

Fig. 4: Overfitting

C. Data Description

The biggest hurdle was finding available data. A lot of
financial institutions do not share their data because it contains
personal information of their clients. Nonetheless, one dataset
that is used widely for this case is a European dataset [38]
that consists of 39 features. The con with this dataset is
that there is no information about the features. However, as
discussed in the previous section, the Kaggle competition
followed requirements 4,5 and 6. This means that the dataset
also had to be publicly available. The dataset that the Kaggle
competition used comes from a company called VESTA,
which is a company that specializes in fraud detection from
credit cards in online transactions. VESTA is a company that
is very relevant to this research. Because this data is publicly
available. Anyone can access it and train their own model on
it. Furthermore, there are way more features(434), and there
is more information about the different features available in
contrary to the European dataset. The VESTA data is broken



ID Description Accountability Category MoSCoW
1 The metric is going to be

confusion matrix and the
ROC-AUC

The RQ is to reduce alert
fatigue. Alert Fatigue can
be measured by looking at
false positives. And the re-
call and precision

Model Must have

2 An improvement of an al-
ready existing advanced ar-
chitecture.

Reducing alert fatigue is
a complicated process. Be-
cause of time and the pur-
pose of the study, an exist-
ing model is already being
improved.

Model Must have

3 The response time should
be under 0.5 seconds

As a credit card company,
you want to block the trans-
action before it has been
completed. So this check
has to be done in the pro-
cess of validating the pay-
ment.

Model Must have

4 The advanced architecture
has to be publicly available

My research has to be
replicatable for anyone that
reads the research

Model Must have

5 The data has to be publicly
available

My research has to be repli-
catable

Dataset Must have

6 The advanced architecture
has to have existing code
and be well explained

This is because there will no
be a lot off time in creating
the code off the model and
having to understand it.

Model Should have

7 The AUC-ROC needs to be
above 0.92, and the false
positive rate under 41%

When these metrics are ac-
quired, there is an improve-
ment in the advanced model

Model Must have

8 Responsible AI AI models should be trans-
parent and explainable so
that decisions can be under-
stood and justified.

Ethical Should have

9 Fair treatment The model should pro-
vide fair and unbiased re-
sults, without discrimina-
tion based on gender, race,
age, etc.

Ethical Must have

10 Audit trail There should be an au-
dit trail for all transactions
and decisions made by the
model to ensure account-
ability.

Juridicial and organisational Should ahve

11 Incident response plan There should be a plan
for dealing with incidents
where the AI makes incor-
rect decisions.

Organisational Should have

12 Alert system The system should generate
alerts for suspicious trans-
actions and present them
clearly to fraud analysts.

Functional Must have

13 Quality criteria There has to be an eval-
uation of different quality
criteria: performance and
model complexity.

Organisational, Juridical,
Ethical and Model

Should have

TABLE II: Requirement list



Requirement Description
Goal The aim of the model is to create an alert when there is a fraud on a credit card
Input data Transaction and identity data
Output data Fraud, Boolean yes or no
Performance Lower False positives and same ROC-AUC as a chosen advanced model.
Training data requirements Credit card data for online transactions that is publicly available

TABLE III: AI Requirements Table

down into two categories. The two categories are transaction
and identity.

1) Transaction: This category consists of 393 features.
Some data you could find include bank, card type, time delta,
country, or product code.

2) Identity: In this category, there are 41 features. Not
much is known about what is in this category. This is because
a feature anonymization technique has been used. This is
done to make the data not traceable to a place or person.
Several techniques can be used for this e.g. PCA or auto
encoders. The reason why financial institutions do this is
because they do not want people to be able to trace the data
back to a customer of them. The technique that has been
used for this dataset is not clear.

In table IV, we can see the different features and their
datatype. This table will also be referred to later on in
the research. As you may notice in table IV, there is no
user ID(UID). There is only a possibility to track something
through the transaction ID. It is unclear why VESTA does not
provide a user ID. A possibility could be that they neither
get a user ID from the financial institutions. Because they
are an external company. Or that they deliberately removed
it so it is harder to understand what the patterns of the users
are. This way the transactions can not be traced back to a
customer. Having a user ID is quite important for different
feature engineering techniques. This is because most feature
engineering techniques are based on creating a pattern for a
user [39].

Feature name Type
ID01 - ID14 Number
ID15 - ID16 Categorical
ID17 - ID32 Number
ID33 - ID34 Categorical
ID35 - ID38 Boolean
Device type Categorical
Device info Text

TABLE IV: Identity features

D. Model Architecture

To understand what can be improved about the AI model
from the Kaggle submission [35]. We need to analyze the
process which can be seen in figure 5. This figure does not
show the different parameters for the models or the feature
engineering techniques used.

Fig. 5: Architectuur

1) Process of the AI model: The first step after retrieving
the input data is to normalize, feature engineer, and feature
select the data. After that the model XGBoost and CATBoost
are trained with the data. The outputs from these two models
are fed into the LGBM model. This LGBM model gives an
output if something is a fraud yes or no. The techniques used
for feature selection are listed below.

• forward feature selection (using single or groups of
features)

• recursive feature elimination (using single or groups of
features)

• permutation importance
• adversarial validation
• correlation analysis
• time consistency
• client consistency
• train/test distribution analysis

This research will not explain all the feature selection tech-



niques because this is unnecessary, and we will not improve
the implemented feature selection techniques. But two notable
feature selection techniques are:

• Forward Feature Selection [40]: This is an iterative pro-
cess that initiates with no features and adds one feature
at a time; the feature added in every step maximizes
improvement for the model. This procedure continues
until the added features reach saturation, beyond which
they do not significantly improve the model any further.

• Permutation Importance [41]: It quantifies decreases in
model accuracy when a particular feature is shuffled.
The method quite clearly explains which features are
important and which ones are not. By disrupting the
relationship between the feature and the target variable,
the impact on the model’s accuracy can be observed,
revealing the true significance of each feature.

Because of the amount of different sophisticated feature
selection techniques. I will not be pursuing other feature
selection techniques. Looking at how the architecture was
created, we noticed that no sampling techniques were used.
Looking at the data and whether it is balanced, we can
see that only 3.6% are fraud cases. This means that there
is a possibility that overfitting will occur in the AI model.
Which is something we see in figure 4. We can use sampling
techniques to improve the balance in the dataset and thus
reduce overfitting [42]. Different sampling techniques are
explored in section E.

The authors of the AI model also use different feature
engineering techniques. Their method consists of thinking
about possible good combinations and testing whether they
work. If the ROC-AUC goes up, they keep the feature. If
it goes down, they remove it. However, the authors did
not research existing feature engineering techniques that
could provide better results. Different feature engineering
techniques are talked about in section E

Model ROC-AUC False positive rate
XGBoost 0.932 21%
CATBoost 0.94 22%

LGBM/Architecture 0.928 41%

TABLE V: Performance architecture

In table V, we can see the performance of the first two
models. Ran locally instead of taking the values from the
Kaggle competition. And looking at the third row, we can
see the performance of the LGBM model, which is also the
architecture’s performance. The LGBM is also the architecture
performance because the LGBM only works with the outputs
from the previous two models, which are the XGBoost and
CATBoost models. We can see that when the goal is to reduce
alert fatigue, the XGBoost model works best. However, the
incentive from the Kaggle competition was to achieve the
highest ROC-AUC. So, the authors created an architecture with
a higher false positive rate and a higher ROC-AUC, which gave

them the winning architecture. It is also important to note that
the LGBM/Architecture has a lower ROC-AUC then the other
two models and the submission. That is because these are the
metrics when the models were trained locally. In the result
section, we give an explanation to how this is possible

Looking at the false positive rate we can see that out of
every 100 alerts there are 41 false alerts. For this research,
the ROC-AUC 0.928 and false positive rate of 41% will be
the baseline model that we need to beat.

When looking at figure 6 where we can see in red the
fraud cases and in blue the non-fraud cases. 3.6% of the
dataset is fraud, and the rest is non-fraud which means there
is an imbalanced dataset. This research shows that when we
used an oversampling technique in an imbalanced dataset we
can reduce the false positives [43]. As stated earlier, the
AI architecture from the Kaggle competition has not done
that. There is no explanation as to why the authors did not
implement an oversampling technique.

Fig. 6: Amount of fraud

E. Improvement Techniques

1) Sampling: Sampling falls under the architecture’s
preprocessing steps. From the previous section, we saw that
only 3.6% of the dataset is fraudulent. In the architecture, no
sampling techniques were used or tested. But as seen in the
research from (Priscilla, et al) [43], there is a reduction in
false positives when implementing sampling techniques.

The research from (Kotsiantis, et al) [44] comprehensively
explains two techniques to battle imbalanced datasets. Those
techniques are called oversampling and undersampling.

• Oversampling: This involves randomly duplicating
minority data points. To create a more balanced dataset.
While this can potentially improve the performance
of the model. It also has a few disadvantages. When
duplicating data points, there is an increased risk of



overfitting. This is because the data points are too closely
related to certain data points. To mitigate this, we can
use different methods like SMOTE [45] or ROSE [46],
which generate new minority data points by adding
variation to the data points.

• Undersampling: This is a technique where data points
are randomly selected and removed from the dataset.
This only happens to the majority of the class. While
this method helps to reduce bias towards a majority
class. It can also have a negative impact, which is
that it can remove valuable information. Furthermore, it
can also distort the sample distribution, making it less
representative of the actual non-fraud transactions.

Research from (Priscilla, et al) [43] has concluded that
SMOTE [45] provides no improvement over a boosting
model. The research from (Priscilla, et al) [43] uses the
same dataset as our dataset. However, future research states
that other techniques are yet to be investigated e.g. ROSE [46].

SMOTE is created to synthetically generate minority
instances that are randomly selected by k-nearest neighbors.
A disadvantage is that it can lead to overfitting. Which
is already a problem with our model as seen in figure 4.
ROSE also generates minority instances but does this with a
bootstrap-smoothed approach. An advantage is that it creates
more diverse samples. But it is prone to create a lot of extra
noise because of the diversification.

• Select y∗ = Yj with probability πj .
• Select (xi, yi) ∈ Tn, such that yi = y∗, with probability

1
nj

.
• Sample x∗ from KHj

(·, xi), with KHj
a probability

distribution centered at xi and covariance matrix Hj .

In this list, we can see the different steps ROSE performs.
The first step ROSE performs is to calculate a class
probability. The class probability of the fraudulent feature is
then calculated for our case, and the probability of fraud ”Yes”
is 0.035. Because it is lower than the probability of fraudulent
feature ”No”. The probability of 0.035 is chosen. Then, a
transaction has to be chosen, which is chosen randomly
from the dataset where fraud must be ”Yes”. Generate a new
sample by looking at the vector space of the transaction in
question. Then, use the covariance matrix H to create the
new data point. The covariance matrix H gives variation
to the values so that the same data point is not always created.

The final step of the ROSE process is what gives ROSE a
better edge than SMOTE. SMOTE follows almost the same
steps except at the end. ROSE uses a covariance matrix H
to generate new data points with a variation. SMOTE uses
linear interpolation, which has a hard time capturing the
underlying distribution of the minority class, especially with
a high-dimensional dataset [47] which our dataset is.

2) Regularization: As stated earlier the AUC-ROC in
figure 4 shows overfitting. We will implement sampling
methods that could lead to more overfitting [48]. So,
to mitigate the overfitting, we can implement different
techniques like regularization or k-folds. Our architecture
consists of XGBoost and CATBoost, which are boosting
models. According to this research when dealing with
boosting models, it is best to use regularization techniques
[49].

We can choose between different regularization techniques.
The most used regularization techniques are L1 and L2 [50].

• L1: This regularization technique adds a penalty equally
to the value of the coefficients to the loss function. What
this means is that it creates more sparsity in the model.
It is particularly useful when only a few features are
expected to be significant [51].

• L2: This regularization technique adds a penalty equal
to the square of the coefficients. This means that in
contrast to L1, this technique ensures most of the features
contribute equally to the model. It is especially effective
when many features are important for the model.

Because not all 393 features are expected to be equally
significant, we will use L1 regularization.

3) Feature engineering: Feature engineering for credit
card fraud detection involves creating new features from the
data to improve model precision. Our goal is to reduce the
false positives of an AI architecture that consists of boosting
models. In the research from (punmiya, et al) [52], they show
that when using feature engineering with boosting models,
it can reduce the false positive. In the Kaggle competition,
some feature engineering is done in the AI architecture by the
authors. But as read in the author’s submission. Their strategy
was to understand what would potentially benefit the model.
Create the new feature. If there is an improvement, keep the
feature; otherwise, remove the feature and create a new one.
Keep repeating this process until you are out of ideas. There is
a lot of research done in feature engineering, which they did
not use, for example the research from (Bahnsen, et al) [39].
These feature engineering techniques are quite sophisticated
and have improved performance if you choose the correct one.

Most feature engineering techniques consist of aggregating
transactions to create a spending pattern. In the research of
(Bahnsen, et al) [39], they expand the transactional behavior
by analyzing the periodic behavior of the time of a transaction
using the von Mises distribution. The math will be explained
later on in this section.

To apply feature engineering according to the research of
[39]. We need to have an UID for clients. Which, as stated
before, the dataset does not have. This is important for feature
engineering because most feature engineering strategies are
built on user behavior, as talked about in Table IV.



First, we tried to manually create an UID and went through
the transaction table. In table IV, you can see which features
it contains. As you can see, many features are anonymous,
which was also the intention of VESTA. There are also a
few columns that we can already conclude we can take out.
For example, the features that show which web browser the
transaction was made on. This may be useful for our fraud
detection model but not for giving a customer an UID. After
all, I can use my own credit card on different computers.
There is also a column for screen size, which can also be
removed.

During further manual research, it turns out that it is
quite difficult to create an UID manually. So, we need to
start looking for other solutions. On the Kaggle competition
page, the author’s submission added UID. Their technique
consisted of combining different columns. Each transaction
is recorded with a timestamp called TransactionDT, which
represents the number of seconds from a reference point.
They converted this to days instead of seconds. They did this
because days is a more intuitive and manageable time unit.
’card1’ and ’addr1’ are key features representing user-specific
information. These were combined to form a base identifier.
As the third step, they calculate the relative day difference.
This is done so that all the transactions on a certain day,
within a certain amount of days on a certain address, are
grouped. And seen as one UID. As the authors stated. It
is still possible that multiple users are grouped as the same
UID. However, their argument for this is that the AI model
can take care of that.

So now we have a UID for a credit card. And we can
apply the feature engineering of the research from (Bahnsen,
et al) [39]. This study explains 2 different methods. These
methods are called Agg1 and Agg2. For this research, we
only implement Agg1. The formula for Agg1 is seen in
equation 1.

Sagg ≡ T RXagg(S, i, tp) =
{

xl
amt | xl

id = xi
id ∧ hours(xi

time, x
l
time) < tp

}N

l=1
(1)

Let’s look at the first part of the formula.

Sagg ≡ T RXagg(S, i, tp) (2)

For this function, S is the full transaction dataset. i is the
index of a specific transaction in S. The time window in
hours is tp

The second part of the formula is quite elaborate.
Because this is the part where the relevant transactions are
extracted. xamt

i is the amount of a transaction for i. xid
i is the

ID for a card for transaction i. xtime
i is the time of a transaction

When calculating, it gives you a variable Sagg. With this,
two features are created with these small equations.

xi
a1 = |Sagg| (3)

and

xi
a2 =

∑
xamt∈Sagg

xamt (4)

These two features are created and will be inserted into
the dataset. In equation 3 it shows how many transactions a
user has made in a certain amount of time. In equation 4,
we can see the monetary amount of transactions in a certain
time frame. The research says you should experiment with
the hours 24, 60, or 168. So we will experiment with these
three variables.

F. Evaluation Metrics

We can use the same metric employed in the Kaggle
competition to evaluate the model which is the ROC-AUC.
The ROC-AUC effectively shows precision and recall. The
ROC-AUC is often used to improve recall or precision [53].
This metric shows how well a model is performing but not
necessarily what the rate of the false positive is. So, we
can use the confusion matrix to see the percentage of false
positives and see if this is reduced by applying different
techniques. So, we are going to use ROC-AUC to see if
there is an improvement compared to the already existing
architecture and evaluate the overall performance of the
model. We will also use the confusion matrix to see if our
goal has been achieved by reducing false positives.

Furthermore, it is also important to evaluate the models
individually to track whether the architecture is improving.
This is also done with the same metrics: ROC-AUC and the
confusion matrix. Why an F1 score, for example, is not used
is because the dataset is imbalanced. A high value of true
negatives can inflate the precision value. And give us a wrong
representation of the performance of the model.

IV. RESULTS

This section presents the findings from techniques
implemented in the AI models to reduce alert fatigue in fraud
detection. It begins by discussing the baseline performance
of the AI model, followed by an evaluation of various
improvement techniques, such as sampling and feature
engineering. These techniques are compared using metrics
like ROC-AUC and confusion matrix to determine their
effectiveness.



A. Metrics Used for Evaluation

The performance of the models is assessed with the help of
two metrics: ROC-AUC and the confusion matrix. These two
metrics, taken together, provide an overall view of a model’s
accuracy in distinguishing fraudulent from non-fraudulent
transactions. ROC-AUC (Receiver Operating Characteristic -
Area Under Curve) assesses the trade-off between the rate
of true and false positives. ROC-AUC will be a measure of
whether the model is functioning. The higher the ROC-AUC
score, the more likely the model can identify fraudulent trans-
actions without much bias toward false positives. Confusion
Matrix will provide insights into the model’s performance by
showing the distribution of true positives, true negatives, false
positives, and false negatives in detail. It helps to understand
how good the model is at classifying the transactions and
where it may make an error. Specifically, we have put more
effort into lessening the rate of false positives, as this was
essential when lowering alert fatigue among the employees
while, at the same time, remaining effective in the detection
of fraud. Using these evaluation metrics, we showed evidence
of quantifiable improvement in the baseline model and the
effectiveness of the applied techniques.

B. Baseline model results

The data was split into a train and test set where the
percentage of fraud is the same in the test set as in the train
set. The baseline model achieved an ROC-AUC score of 0.928,
and a confusion matrix with a false positive rate of 41%. The
ROC-AUC score shows that 93% of the model’s classification
ability could be seen in distinguishing fraudulent from non-
fraudulent transactions. There is a sidenote and that is that
there is a gap between the performance of the baseline model
in this research and the original Kaggle competition baseline
model which has a AUC-ROC of 0.945. This can be attributed
to some factors:

• Dataset seed: The kaggle competition did not have a
dataset split seed which resulted in a having a different
split then the kaggle competition.

• Computational Resources: The contestants had access to
more resources and time. Which means they could train
their model extensively.

C. Implemented techniques

The techniques to improve the performance of the AI model
were tested separately.

1) Sampling: As discussed previously, we will implement
an oversampling technique. A study clearly showed that
SMOTE would not improve our model and reduce the false
positive. However, future research has explained that ROSE
could potentially improve the model’s performance.

So, we implemented ROSE as an oversampling technique
for the dataset. ROSE has been implemented to create a dataset
with twice the number of fraud cases as can be seen in figure 7.
This means instead of 3.6%, we now have 6.9% of fraud cases.
After that, the models were trained again on their original
parameters.

Fig. 7: Oversampling dataset

To see ROSE’s impact on the data points, we created a
plot of a before and after. In figure 8a, we can see a selected
part of the data points plotted with the use of PCA, which is
a feature reduction technique. This way, we can plot the data
points on a 2d graph. In figure 8b we can see the same vector
space but with the oversampling datapoints. As can be seen
in the figures, a lot of extra points were created. Furthermore,
we can see some randomizing in the data points. Some points
are more opaque than other points. The less opaque a data
point is, the more data points are in the same location. This
does not necessarily mean that ROSE created 2 identical
points. But this means that the features selected by the PCA
have the same values. The data points that ROSE added to
the dataset are making the existing clusters more dense. This
can help AI learn better patterns. Furthermore, some data
points have little randomization.

2) Feature engineering: As discussed in the previous
chapter, we will use the feature engineering technique from
[39]. From VESTA we have acquired two datasets. A train
and a test dataset. These datasets did not have an UID. So
we created our UID as mentioned before and with this UID
we could create the new feature. The new feature looks at a
user’s past transactions. We tried it with 24hours, 60hours an
168hours in the past as mentioned in the paper of (Bahnsen,
et al) [39].

3) Comparison of the techniques : Three different
methods are considered: regularization, oversampling, and
feature engineering. Table VI shows the test results of 6
iterations since all the parts of the AI model were tested
separately. In the table, we can see iteration one. This is
the baseline. Every part of the architecture has their own



(a) Zoomed-in Before RandomOverSampler (b) Zoomed-in After RandomOverSampler

Fig. 8: Visualization of credit card fraud data before and after applying RandomOverSampler. Class 1 data points are highlighted
in red, with newly added points shown in blue with lower opacity.

Iteration Model AUC-ROC False positive rate Hours Regularization Sampling
1 XGBoost 0.932 21 - No No
1 CATBOOST 0.940 22 - No No
1 LGBM/Architecture 0.928 41 - No No
2 XGBoost 0.938 22 - Yes No
2 CATBOOST 0.943 20 - Yes No
2 LGBM/Architecture 0.932 40 - Yes No
3 XGBoost 0.921 17 24 Yes No
3 CATBOOST 0.843 21 24 Yes No
3 LGBM/Architecture 0.922 53 24 Yes No
4 XGBoost 0.935 15 60 Yes No
4 CATBOOST 0.871 21 60 Yes No
4 LGBM/Architecture 0.949 39 60 Yes No
5 XGBoost 0.954 18 168 Yes No
5 CATBOOST 0.872 20 168 Yes No
5 LGBM/Architecture 0.921 37 168 Yes No
6 XGBoost 0.964 18 - Yes Yes
6 CATBOOST 0.931 18 - Yes Yes
6 LGBM/Architecture 0.935 40 - Yes Yes

TABLE VI: Labbook

measurement of the ROC-AUC and false positive rate.
The third and fourth columns represent the metric scores,
and the fifth column is the parameter used in the feature
engineering technique. Columns six and seven detail whether
regularization or sampling is used.

Iteration one is considered the baseline; however, the
LGBM/Architecture’s false positive rate performed as one of
the worst. Of course, we do have to consider that the authors
did not use this metric but only the ROC-AUC. When adding
the different techniques, we saw no significant decrease in
the LGBM/Architecture false positives. But when we start
looking at the XGboost model or CATBoost model separately.
We can see some different improvements. These two models

showed a lower false positive rate in every iteration compared
to the LGBM/Architecture. While sampling in iteration six
showed an improvement in false positives, it does show a
lower ROC-AUC. However, the best working model is the
XGBoost model in iteration four, which is also bolted. This
model has a ROC-AUC of 0.935 and a false positive rate
of 15%. This model shows a decreased false positive rate
and an improved ROC-AUC. The ROC-AUC can be seen
in figure 9 and the confusion matrix can be seen in table
VII. The parameters used for the XGBoost model come from
the research of (Priscilla, et al) [43]. With a regularization
of 0,5. We could not implement gridsearch to find the best
parameters as this took too long. The expected time when the
gridsearch was complete was 56 hours.



Fig. 9: XGBoost ROC-AUC

Predicted Positive Predicted Negative
Actual Positive True Positive (TP): 142216 False Negative (FN): 319
Actual Negative False Positive (FP): 3051 True Negative (TN): 2049

TABLE VII: Confusion matrix XGBoost model

D. Requirements

Not all the requirements have been discussed or even
researched. The most important requirements were 1, 2, 4,
5, 6, 7, and 13. One of the key features of requirement
one is using the confusion matrix and the ROC-AUC as
key metrics. The confusion matrix is useful for visualizing
the performance of an algorithm in showing true positives,
true negatives, false positives, and false negatives—with a
particular focus on minimizing the false positive rate. The
metric, ROC-AUC, helps understand the performance of the
overall model. Requirement two is an improvement to an
existing advanced architecture instead of developing from
scratch; it was taken as time-efficient and reproducible.
Applying a strong baseline model maximized not only the use
of resources but also the use of time to target reducing alert
fatigue while maintaining the overall accuracy of the baseline.
Requirement 7 sets the performance benchmarks equal or
above 0.93 in ROC-AUC and reduces the false positive
rate to less than 41%, such that measurable improvement is
realized. At the same time, the performance is maintained.
Finally, requirement 13 underlined the fact that different
quality criteria have to be evaluated for performance and
model complexity, such that improvements were not only on
raw performance but also in practical applicability and ethical
considerations. Explainability guaranteed that the decisions
taken by the model were transparent and justifiable; on the
other hand, model complexity ensured the model was scalable
and maintainable. We made the model less complex by
instead of using three different AI models to check for fraud.
Financial institutions can now use one model for detecting
fraud. And that one model performs better than the previously
made architecture. By reducing the complexity, we made it
easier to understand and maintain.

Therefore, considering the different technical and ethical
aspects, we find AI suitable for credit card fraud detection.
However, the implementation should be carefully managed
to ensure its benefits are maximized and potential risks are
minimized. Like having bias towards a certain group.

V. DISCUSSION

The first objective of this study aimed to reduce alert fatigue
in the credit card fraud detection system by improving the
already existing AI model. Our approach was based on the
CRISP-MLQ methodology that structured the research pro-
cess in terms of business understanding, data understanding,
modeling and evaluation.

A. Summary of Findings

We noted performance improvement in the AI model after
implementing and testing techniques like sampling and feature
engineering. The baseline model from a winning Kaggle
competition resulted in an initial ROC-AUC of 0.928, with a
false positive rate of 41%. The false positive rate was reduced
and the ROC-AUC improved in some iterations. The most
significant results were seen when we implemented feature



engineering and regularization. The best model iteration,
which used feature engineering with a 60-hour parameter and
regularization, realized a ROC-AUC of 0.935, with a false
positive rate reduced by 15%.

B. Implications

This reduction in the number of false positives has great
implications for credit card companies and their customers.
Through this reduction, more transactions will be marked gen-
uine, increasing customer satisfaction. Further, a lower false
positive rate will increase the effectiveness of fraud detection
teams, which can now focus on really suspicious transactions,
thus reducing alert fatigue and being more productive. This
further justifies the improvement in the performance of the AI
model through advanced techniques, such as ROSE, coupled
with sophisticated feature engineering to solve the problem at
hand. This finding is important for AI research in credit card
fraud because it offers practical solutions for reducing the false
positive rate.

C. Limitations

However, this study has several limitations. First and fore-
most, not having a user ID in the dataset significantly di-
minished the potential for feature engineering further, most
of which relies on determining the patterns of user behavior.
In addition, the time that we had for this research and the
computational resources might have limited the training and
optimization of the models. The research also narrowly cen-
tered on a specific subset of techniques and did not investigate
other potential methods, such as deep learning models or
hybrid approaches that merge supervised and unsupervised
learning. Or the use of different regularization techniques like
L2. Finally, the dataset used a normalization technique. Which
meant that the data was anonymous. However, this also means
that the bias was not tested or researched. It could be that
certain features regarding race, gender, or location are the most
prominent features in the AI model

D. Future Research

Future research will have to be explored in several respects
to build upon the results and findings of this study. It would
be helpful first if it were possible to access a dataset including
user IDs, as this data would permit the usage of more advanced
feature engineering techniques. Furthermore, the use of the
false positive metric should be further studied and could
potentially lead to using a different metric. This is because
alert fatigue is something that happens in the human brain
and every human has their own threshold for showing alert
fatigue. Knowing where the average threshold is or if there are
other better metrics for measuring alert fatigue would lead to a
better approach for solving alert fatigue. Additionally, further
research should focus on making models more explainable
to make AI-driven fraud detection systems transparent and
trusted. For instance, it could be a study aimed at optimizing
strategies for reducing alert fatigue related to prioritization

and customization of alerts, as this also helps reduce alert
fatigue. Testing such strategies with financial institutions in
a live environment will likely give many insights, leading to
practical recommendations for improvement in alert manage-
ment systems. Lastly the biggest limitation is that bias could
not have been measured. This is because of the anonymization
of the data. It is important to make sure an AI model does not
contain bias. So further research into seeing if there is a bias
and solving it would benefit the model ethics.

E. Conclusion

The study represents the potential impact of AI techniques
on alert fatigue in the credit card fraud detection system.
While model accuracy increases and false-positive decreases,
this boosts the fraud detection team’s efficiency and customer
satisfaction. With some limitations and several areas to further
explore, the findings set a good ground for future research
and practical applications in the financial sector. The sub-
questions stated in the introduction are both answered. Using
the false positive rate, you can measure alert fatigue with an AI
model. You can also reduce alert fatigue by reducing the false
positive rate. Techniques that reduce false positives include
regularization and creating a spending pattern for a client.
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